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S \What i1s FedRAMP?
’(i

FedRAMP is a governmentide program that provides
a standardized approach to security assessment,
authorization, and continuous monitoring for cloud
products and services.
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cost, time, and staff required to
conduct redundant agency security

assessments.




IV Key Benefits
’ﬁ

AReuseof existing security assessments across
agencies

ASavings in costime and resourceg do once, use
manytimes

ARisk based not compliance based

ATrans
Provic

parencyetween government and cloud service
ers

ATrans

parencymm) trusgliability, consistency, and

guality of theFederalsecurity authorization process




edRAMP Executive Sponsors
@

- Office of Management and
Budget Policy

« ISIMC Guidance
« Cross Agency Coordination

- FedRAMP PMO —

« FISMA Standards
« Technical Advisors
- Technical Specifications

 US-CERT Incident Coordination

« CyberScope Continuous Monitoring
Data Analysis

Joint Authorization
Board (JAB)




SV Major Players

Federal Agencies

I.I [ ] l.l
JAB (DOD, DHS, GSA)
PMO GSA
Technical Advisar NIST
Continuous Monitoring DHS

Cloud Service Provider 3'd Party Assessment Organizatio

Performs initial and periodic
assessment of security and privacy
controls deployed in Cloud

information systems

Provides Cloud IT Services with a
provisional authorization granted
by FedRAMP JAB
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" FedRAMP Stakeholder Roles and Interaction

>

Reports Continuous
Monitoring
Information

I

DHS NPPD

Develop Continuous Monitoring, Incident

« Coordinates Continuous Monitoring
Automation through CyberScope

« Coordinates Incident Response and
Threat Notification through USCERT

Federal Agencies

Contracts for
Services

« Contract with Cloud Service Provider

« Leverage FedRAMP Assessment and
JAB Provisional Authorization

« Grant Authority to Operate (ATO)

Response, and Threat Notification Standards

Grant & Leverage

« Coordinate Continuous Monitoring
between CSP and DHS

T

Provides Live Data Feeds
and/or Measures of Measures
for Continuous Monitoring

Cloud

« Offer Products &
Service Services
. « Meet Requirements
Provider ‘

« Implement Security
Controls

(CSP)

Joint Authorization Board (JAB)

Authorizations

Submits Security Authorization Package &
Suppliers Declaration of Conformance

Retains Approved 3PAO to Validate

—

» Approve Risk Criteria
» Approve Assessment Criteria
« Issue Provisional Authorization

+ Develop Continuous Monitoring
Strategy

]
? Provides Provisional
Authorizations

v

Reports Results

» Finalize Documentation

« Support Implementation

» Maintain Secure Repository

« Coordinate Reporting

» Conduct Communication & Outreach
« Provide Contract Templates / SLAs

Accredits According ISO/IEC
Standards and FISMA Knowledge

v

Third Party Assessment
Organization (3PAO)

Implementation of Controls

Conducts Security Assessment and
¢ Creates Security Authorization Package

« Accredited according to ISO/IEC
Standards and FISMA Knowledge Tests

« Conduct Assessment of CSP Security
Control Implementation

» Generate Security Assessment Package




m FedRAMP and the Security Assessment and
&7 Authorization Process

MMaintains Security Baseline including
Controls& ContinuousMonitoring

FedRAMPL::
MMaintains Assessment Criteria

Aviaintains Active Inventory of

ApprovedSystems
Consistency and Quality Trustworthy & Reuseable Near RealTime Assurance
M Provisional Ongoing A&A
- Authorization ~ (Continuous Monitoring)
A CSP must retain an A JointAuthorization A DHS CyberScope Date
independent assessor Board reviews Feeds
from FedRAMP assessmenpackages A DHS; US CERT Incident
accredited list of andgrantsprovisional Response and Threat
3PAOs authorizations Notifications
A Agencies issue ATOs| |A FedRAMP PMO
using a risbased POA&Ms
framework




" FedRAMP Phases and Timeline

Phasecdevolution towards sustainable operations allows for the management of risks,
capture of lessons learned, and incremental rollout of capabilities

FY12 FY13 Q2 FY14

Initial Operational Full Operations Sustaining
Operations

Capabilities (I0C)

Finalize Requirements and Launch IOC with Limited Execute Full Operational Move to Full
Documentation in Scopeand Cloud Service Capabilitiesvith Manual Implementationwith
Preparation of Launch Provider (CSP)s Processes On-Demand Scalability
Key APublish FedRAMP AAuthorize CSPs AcConduct Assessments &  Almplement Electronic
Activities Requirements (Security AUpdate CONOPS Authorizations Authorization
gﬁ?g;or:s’ Templates, Continuous Monitoring AScale Operations to Repository
APuinshCAe\) ST Requirements and CSP Authorize More CSPs AScale to Steady State
: gency Lompliance  gyigance Operations
Guidance
AAccredit 3PAOs
AEstablish Priority Queue Gather Feedback and Incorporate Lessons Learned
Outcomes  Alnitial List of Accredited Alnitial CSP Authorizations A Multiple CSP AAuthorizations Scale
SPAOs AEstablished Performance ~_ Authorizations AFy I?emand .
ALaunch FedRAMP into Initial  Benchmark A DefinedBusiness Model I\Zlnopdgrem Business
Operating Capabilities AMeasure Benchmarks ASelfSustaining

Funding Model

Covering Operations
APrivatized

Accreditation Board
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Third Party Assessmient Ovrganizéfi'o'n's“ -
~ (3PAO)

Matthew Goodrich
FedRAMP Program Manager
GSA Office of Citizen Services and Innovative Technologies

edRAMPY



edRAMP 3PAO Responsibilities Q
@

A 3PAO = Cloud IT Security Auditor

A 3 main roles

I Conduct Assessment of CSP Security Control
Implementation

I Generate Security Assessment Package

I Perform initial and periodic security assessment of cloud
Information systems.




‘“ 3PAO Conformity Assessment Process

FedRAMP requires CSPs to use Third Party Assessment Organizations (3PAC
Independently validate and verify that they meet FedRAMP security requiremer

Conformity assessment process to accredit 3PAOs based on NIST program
Conformity assessment process accredits 3PAOs based on:

(1) Independence and quality management in accordance with 1ISO standards; and
(2) Technical competence through FISMA knowledge testing.

A Consistency in performing

Benefits of security assessments
|everaging a forma| wEnsures 3PAO independence

from Cloud Service Providers

3PAO appI’OV8| wEstablishes an approved list o

Process.: 3PAOQOs for CSPs and Agencie
to use




2l 3PAO Acceptance Process
’ﬁ

A 3PAO candidate reviews application at www.FedRAMP.gov;
business decision to apply.

3PAO candidate gathers artifacts and completes application

Security Assessmen SystemSecurity Plan Applicant
Report Assessment Test
Procedures

3PAO candidate submits application

Expert Review Board with members from GSA and ISO
independent cybersecurity experts review the application.

FedRAMP PMO reviews ERB recommendation and provides
3PAO an acceptance decision.
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Cloud
Computing
Security
Working
Group
Creates
Security
Requirements
Baseline

JAB Technical
Representative

s (TRs) Identi
Additional fy-

Controls and
Enhancements

Agencies can add
controls to address the
unique elements of
cloud computing in their
environment

Public Vetting
of Security
Control

Baseline with -

Agency and
Industry

Multi-tenancy

JAB TRs
Evaluate and
Incorporate

Public
Feedback

Shared resource
pooling

ntrol of the service

frastructure

Lack of trust

JAB

Establishes
Security
Controls
Baseline

with
Recommend
ations from

TRs,

Industry, &
Agencies |




" Security Controls

See FedRAMP.gov for list of security controls
Additional FedRAMP | Total ControlsAgreed to
Impact level NISTBaseline Controls Controls By JAB for FedRAMP
Low 115 1 116

Moderate 252 45 297

Areas with additional controls

Access Control (6) Audit and Security Assessment | Configuration
Accountability (5) and Authorization (1) | Management(4)
Contingency Planning | Identification and

(2) Authentication (3) Incident Response (1) | Maintenance (1)

System and
Communications
Protection (11)

System and Services

Media Protection (1) | Risk Assessment (4) Acquisition (4)

System and Informatior
Integrity (1)




SSla" Fully Implemented Control Examples
’ﬁ

Risk Acceptability Criteria:

Acontrols that must be fully implementedior risk level is unacceptable for CSP
risk posture

Aestablished by JAB

Arelate to OMB Policy Memos, NIST Special Publications, or other Federal
mandates

Examples:

Description*** Rationale Associated
Controls

Two Factor Authentication for access Providesadditional assurance that the use 1A-2 (1) (2)

has been identified and authentication. (3)
Incident Handling and Incident Reporting CSPsust support agency needs in IR4, IR6
consistent with Federal Guidelines handling and reporting incidents.
Boundary protection anéffective All points surrounding the accreditation = SCG7
separation of logical and physical device: boundary must be identifiednd
within the authorization boundary protected.

***The three criteria listed are not comprehensive. The risk acceptability criteria will be made publicly
available once finalized by the JAB.






